How to Obtain an NDC Active Directory Account / NDC Credentials

STEP 1: Login to IdMAX at https://idmax.nasa.gov. If you have never used IdMAX, click on the "First
Time User Button" to create your NASA User Profile.

STEP 2: Click on the "Request or Modify Application Account” link, which appears under the "Access
Management heading.
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Welcome to IdMAX

The ldentity Management and Account Exchange (IIMAX) system is NAIA'S intagrated and authontative Identity,
Credantial, and Access Managamant (ICAN) system thal you Can use to manage NASA identiies and credenbals.
request access 10 3 MASATaclity or system. or change your personal information.

“ What's new??
Identity Management

JaraAX 2.0

The first step In Me ICAM processes is to create, modify, or terminate a NASA identity. Also.
use this ftem 1o request 3 Quest user account o 3n imdtational traveler. Fhe new intertace wil enhance Me identty
Imanagement processes at MASA. induding Foresgn
laticnal Management. For elp. please see our

‘ Credential Management [Hecumantation on EFES.

f you experience any issues o sbll have some
Once 3 MASA (dentity has been created, you can manage NASA credentals. Use this item to [auestions, contact your Center ICAM Business

requ 2 o rengwal. Frocess Laad (BFL) of the HASA Information Suppon
Senber (MISC) al (H6E) $19-8267
<| 1"!] Access Management {Coming Soon

Plew features unavatable for the release of IIMAX 2.0

'S SY318ME USINgG the NASA Sccess fwill be releazed in successhe packages 1o consnue to
Management Sy 1. Use this fem fo access e NAMS wordlow. morove HASA (dentity management processes

&’ User Self-Service

Pending Actien ltems

A aan IAMAX usser, you ean update yous pessonal infarmation. Us this bem ba acoess e
Usier Self-Sendce lal 1o request changes ba your MASA e-mail address, your direclory You have no pending actions
e, andl your contact information for HASA nolifications
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STEP 3: Enter/update the information requested on each of the following tabs:

0 "User" tab: The User is the person who would use the application or system. You can
submit a request for yourself or on behalf of someone else. The User will default to your

name. If you are making a request for someone else this information can be reset by
searching and selecting a new user.
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0 "Requester" tab: The Requester is the person submitting the request in NAMS. This

person may have any relationship to the User. The Requester will default to your name.




You can "Select User as Requester" or reset this information by searching and selecting
a new user.

0 "Sponsor" tab: Select your Sponsor. This will typically be your supervisor or manager
(the reviewing official-of-record for your Performance Plan and/or your Web-Based Time
and Attendance System approver). NAMS will default this field to the Sponsor specified
for your previous NAMS request, but can be changed as needed. You cannot be your
oWn Sponsor.

o "Applications" tab: Enter the key word or acronym of the IT resource for which you are
requesting access for your AGCY0012 Basic Active Directory Account
& e <a

e On the Applications tab enter the Keyword: AGCY0012 Basic Active Directory
Account

e In the Application Found area you will find AGCY0012 Basic Active Directory Account



e Choose Add to Request and click continue at the bottom of the page

STEP 4: Click on the "Continue" button at the bottom of your screen.

STEP 5: Review the Application Request Attributes and complete "Request Detail" fields.

0 Validate that the correct User, Requester and Sponsor have been selected.

0 Select the correct level of "Urgency" from the available options: "normal”, "priority", and
"emergency". Unless you have an unusual situation and need immediate access to an
application, you should select "normal". Typical processing times can vary between 1-7
days.

o Itis essential that you provide a "Business Justification" for your request outlining the
function you are performing that requires access, your role, and any special access
and/or privileges you require.

o0 Unique features of some applications will result in additional fields that will need to be
entered (e.g., user roles, contract numbers).

HELPFUL HINT: The Account Expiration date defaults to one year from the request date. You can
shorten the duration but any duration set to more than one year will result in an error message.

STEP 6: Click the "Submit" button.

STEP 7: Review the data you have entered. Then click the "Submit Request" button, to send the
request to your Sponsor for review.

HELPFUL HINT: Use the NAMS Request Status Viewer to track the progress of your requests.

FOR MORE INFORMATION: NAMS training modules are available in SATERN. Visit
https://www.satern.nasa.gov and enter keyword NAMS.

FOR HELP: Contact the Agency Help Desk at 866-419-6297.



